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and supporting information security policies.

The information used by Haringey Council to provide statutory advice, benefits and
services to our borough’s citizens, businesses and partners is governed by UK law and Government Policy. To ensure we op-
erate within these requirements we have implemented and operate an information security management system and securi-
ty controls to protect our staff, service users and Members from security risks that might otherwise have an adverse effect
on our operations, professional standing or an individual’s personal privacy. This approach supports delivery of the Council’s

To identify and manage the risks to our information and provide assurance that we are following best practice for infor-
mation security, Haringey Council has established and maintains an 1SO27001:2022 Information Security Management Sys-
tem (ISMS). The purpose of the ISMS is to protect the confidentiality, integrity and availability of the important and often
sensitive information entrusted to us, from information security risks. It is our policy to ensure that we will:

Operate a security aware working environment which encourages personal responsibility and good security practice.
Provide information security training facilities for all.

Implement an appropriate level of security, that is complied with and supported at all levels.

Implement risk based information security controls within our operational processes.

Comply with regulatory and legislative requirements for information protection.

Comply with Government Security Policy, Codes of Connection and industry standard requirements.

Identify, escalate and effectively manage information security risks and incidents.

Take appropriate management action in response to breach's of Haringey information security policies by Council em-
ployees, temporary staff, contractors, Members or third parties.

Take proactive action to continually monitor and improve how we protect and manage information.

. Provide the necessary financial and operational resources required to implement, operate and comply with the ISMS

Haringey Council is committed to meeting these policy objectives and meeting our responsibilities.

Implementation
To manage the ISMS:

e Information assets have been identified, assessed for risk
and appropriately protected as per the Council’s Infor-
mation Governance Corporate Standards.

o Risk escalation processes have been implemented.

e Security policies covering IT systems, personnel security,
facilities, supply chain assurance, business continuity and
the collection, use, sharing, retention and disposal of in-
formation have been implemented and adhered with.

e Information security training is available to all staff, in-
cluding Members, temporary workers and contractors.

e All actual or suspected breaches of information security
are reported to and investigated by the Cyber Security
Team.

e Assurance on the effectiveness of information security
controls is provided by Internal and External Audit.

Roles and Responsibilities

e The Senior Information Risk Owner, IT Security Forum
and Information Governance Board endorse the Policy
Statement.

e The IT Security Manager owns the Policy statement and is
responsible for the implementation and management of
the ISMS, including reporting upon its effectiveness.

e Information Asset / Risk Owners are responsible for iden-
tifying and classifying their information.

e Managers at all levels are directly responsible for comply-
ing with Information Security Policy and Policy Statement
and ensuring adherence by their staff.

o All staff including Council employees, Members, tempo-
rary workers, contractors and where appropriate 3™ par-
ties are responsible for complying with Haringey Council’s
Information Security Policy and this Policy Statement.

Helpful documents

Corporate Plan

Information Security Policy
Summary Acceptable Use Policy
Detailed Acceptable Use Policy
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For further information on:
o The roles, responsibilities, policies and procedures or the
ISMS structure we have implemented
e How to report a security incident
e How to report non compliance or require an exception
to this or any other information security policy
e Requesting training and advice

Please refer to the Information Security Policy
or contact Cyber Security team
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